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executive summary
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Background

The Collaborative Information Management System (CIMS) is a multi-program/managerial initiative that is committed to: 

· The establishment of process-oriented tools and applications.

· Providing a low cost long-range solution to information management.

· The integration of the CIMS Tools and Concepts into lowest level of the support processes.

· The establishment of a common agenda and commitment information management within the Systems Engineering Support Process.

Through out the life cycle of a system, critical information aids management, engineers and support staff in day to day operations, technical and logistics support as well as strategic planning. Over the last decade, the trend in information management has shifted toward desktop solutions such as Microsoft Excel and Access. As a result, information typically resides on an individual's desktop, is not readily available and usually can not support enterprise information requirements. 

Scope Of Operations

[image: image3.png]Collaborative Information
Management System




CIMS addresses the handling of information through an enterprise solution. The approach establishes a course of action which is centered and focused on the stages of the Common Systems Engineering Support Process (CSESP Click Here to View). Through the use of common tool sets, customizable forms, and versatile applications, CIMS provides a mechanism for monitoring these processes as well as the capability for future expansion. An organization's information infrastructure moves and shifts as the organization grows and requirements change. For this reason, flexibility is a key requirement.  The CIMS system was designed to be flexible. If a program or process requires the addition of a specific capability, fields, or functionality, the CIMS infrastructure can alter the design, the table structure and add new fields. 

Whether an organization is introducing a new product or a technologically innovative change, products must flow through a Common System's Engineering Support Process. These processes are formed within the fundamental infrastructure of an organization. While common in scope, the processes frequently vary in execution. CIMS has been designed to accommodate these variations. By focusing on interoperability, CIMS molds the product to the organization's processes. In contrast, all proprietary products and commercial off the shelf products force potential users to mold their Engineering Support Processes to the software. In other words, with a proprietary product, an organization relinquishes ownership and subsequently future direction of the software's application and tools. In direct contrast, CIMS is owned by SPAWAR, therefore, it is a government owned solution. All of CIMS future capabilities, applications and tools can be molded to meet the changing requirements of the government. 

System Overview

The CIMS core environment is based on an Oracle 8.0 platform and enhanced by a variety of commercial software applications such as Remedy, Aperture, Microsoft Office, and Crystal Reports. These products are focused around a common Oracle architecture and are integrated through the CIMS matrix to form an operational system. This integrated approach is focused on the CSESP from the design phase, through the procurement, inventory, validation, integration, installation, support, and upgrade phases of a system’s life.  During each stage, the CIMS application is used as an operational management package for the day to day work processes.  As task progresses, information is captured and built throughout the engineering process. In this manner, the CIMS knowledge base expands, information is organized, and is structured so that metrics can be created and extracted to aid strategic management of day to day operations as well as out-year decisions.  The ability to integrate the CIMS solution into the baseline processes and the ability to obtain accurate/timely information allows management to make cost effective productive decisions on issues such as: system upgrades, installations, testing, or whether to field replacement systems. 

Objectives of the System

CIMS is able to provide: 

· An integrated product environment capable of supporting multiple programs and sponsors.

· A full life cycle support tools kit that spans Purchasing, Inventory, Helpdesk, Maintenance Work Orders, Installations, and Configuration Management (CM) processes. 

· Promote commonality in tools and support processes.

· A cost-effective system that operates under a deescalating cost based on fixed capacity and level of efforts.

· A system that is 100% flexible in terms of capability, expansion, and tools available.

CIMS is a collaborative effort that has been applied across approximately 15 programs and 30 SPAWAR systems. As such, CIMS is very efficient and operates with an economy of scale. 

CIMS features and capabilities

· System design 
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· Enterprise solution founded on an Oracle 8.0 Database Platform.

· Leverage and Integrated commercial products around the centralized database.

· Bind all server applications into an Integrated system of products that feature:

· Centralized architectural design, controls and forms. 

· Leverage through Integration the benefits of Remedy, Aperture, MS- Office, and Crystal Reports around a common architecture.

· Distribution  & connectivity via thin Client

· Requires no remote administration. 

· Operate the entire system through Internet Explorer or Netscape

· Extremely fast system operation through LAN as well as Anubus or other dial-up modem connections. 

· Operate the CIMS application and all supporting software through a web link, local ISP, or a downloadable client from home or office. 

· Flexibility -100%

· Modify operations, fields, table structure as required (NO LIMITATIONS)

· Why important?

· Mold the product to the process NOT force the process to fit the product.

· Meet all program specific needs and still maintain centralized architecture.

· Can support enterprise wide warehousing

· Can provide Bulk loading of legacy data 

· NON Proprietary System- Government owned solution 

· The system has Perpetual Life and Unlimited Control over operation & applications.

· Unlike Proprietary Systems, CIMS is not be bound to the whims, delays or capability restraints of Proprietary owners.

· The Government can call the shots and add functionality as needed.

· CIMS is ultimately more cost effective in both short and long-term out-years. For example, typical proprietary products have yearly software upgrade fees for enhancements and bug fixes. These costs are usually based on concurrent usage and have an escalating effect on life cycle costs.

Specific Notes

Non-Proprietary System – CIMS is a government-developed system with a higher level of government ownership than most other systems of this caliber.  Because it is a non-proprietary system, the code and system remain under government control, thereby providing survivable, long-term support to its customers. 

Distribution &Connectivity – There is no speed degradation between the CIMS server and the end users, which in turn enables instantaneous distribution. This simplification of distribution eliminates the need to replicate servers, simplifies administrative management tasks and makes CIMS a more efficient and cost effective system.  Administrative tasks are also less troublesome due to the fact that all upgrades automatically require fewer interfaces between system administrator and user.

System Design – This system is an enterprise solution used to support the systems engineering process.  It is an information management system designed to provide configuration management, logistics support, help desk functions, and metrics throughout the entire engineering process from conceptual design to installation.  Using an Oracle database platform, CIMS was developed using SPAWAR applications along with customized COTS applications.  

Flexibility – CIMS is totally customizable to fit the needs of any program.  Unlike other systems, there is typically no additional cost when changes are made to the system.  Customization and changes to tables, fields, forms and other functionality's are included as a corporate owner.  All Changes and specialty features are scheduled and added in a systematic fashion, usually, with a 30-day turn around for complex alterations. Only in when efforts can not be achieved in accordance with the customers' time, level, and execution are additional variable costs funds required from the program. 

Cims Role in systems engineering support

Process Management

CIMS is a powerful managerial tool that can be used to enhance the strategic planning and support processes.  Whether preparing for the future or evaluating support options, it is often helpful to benchmark performance and design against a known baseline. Herein lies the problem. Frequently, the information required for this form of comparative analysis has either been non-existent or kept in multiple inaccessible information systems. All of these factors, have made timely retrieval virtually impossible. The end result is that managers' end up making strategic decisions based on a best guess scenario rather than from facts.  To counter this influence, CIMS promotes and focuses information management at a process level and provides a method to baseline process control information, and incorporate information management practices into common work processes such as Procurement, Inventory, Production/Integration, Installation, Upgrades, Support (Help Desk), and Maintenance. 

In general, the work processes referenced above parallel a systems life cycle by monitoring the system from conception, through development, and production, to support. Configuration Management (CM) evolves as the end result of having managed and captured critical information as the system advances through its life cycle. All of these processes are common across programs. As such, CIMS has been geared toward the development and establishment of process management with the end goal being the establishment of effective CM baselines. These baselines focus on critical system parameters and provide a level of consistency across the programs as well as within the specific program. While no program is specifically the same, all have some level of commonality. CIMS seeks to capture this commonality as well as being able to cater to the inherit uniqueness of the individual program.

In general, CM strategies are necessary to track the production efforts as well as all modifications to the system.  As a consumer, the Government is responsible for the integration, upgrade, and interoperability of all products fielded and used.  To effectively manage a system knowledge of the holder and system make-up is essential. As such, CM techniques must provide program management personnel with the performance metrics, information and strategic management tools necessary to make both short and long term decisions.  

To meet these goals, the overall CIMS process is tailored for the management of the fielded system from cradle to grave. To achieve this level of management, program leads must focus on the specific requirements and the nature of individual systems so that technological advancement and projected trends within the marketplace can be addressed.  Some common functional areas of the overall Systems Engineering Support Process used for the decision-making process are:

· Tracking work processes such as the system's operational performance, new installations, milestones, future upgrades, modifications, maintenance, etc.

· Equipment and System CM tools for site locations, warranty tracking, LRU’s, critical specifications, drawings, system and vendor documentation.

· Level of effort required to operate, maintain and support the system until replacement.

· Inventory (Asset Management) of holders, locations, remote sparing, usage history, cost history, quantities on hand, automated monitoring.

· Points of Contact (POC). 

· Training assignments.

· Repetitive work processes to include preventive maintenance (PM); repetitive processes such as upgrades and refits; or automatic generation of tracking assignments.

· Baseline documentation for vendors, manufacturers, and items supplied.

Customer suppport and performance (Help Desk functions)

The CIMS Help Desk & Work Order tools provide a Customer feedback mechanism that is used to channel performance and operational information back into the systems knowledge base.  By directly tying operational issues and support to a specific fielded system "lesson's learned" can be collected to improve the operational and long term cost effectiveness of the fielded system in all aspects of the support process. Coupled with this feedback, technological innovation and other macro-environmental factors which often drive a system toward new product development or some form of upgrade can be integrated into the strategic planning process to provide a complete picture of the issues facing the life cycle of the system. To achieve these goals, CIMS tracks the variables and parameters throughout the life cycle of the system. By using the Help Desk and work order processes as vehicle for capturing feedback on the system, engineering support personnel can obtain information about the system and individual processes that is required to support the system. 

[image: image5.wmf]12

Systems Center Charleston

17

ECONOMIC LIFE OF SMG HARDWARE

0

2

4

6

8

10

12

14

16

YEARS

$0

$20

$40

$60

$80

$100

$120

$140

$160

Thousands

INFLATION

NO INFLATION

PURPOSE: PROJECT THE ECONOMIC LIFE OF THE SYSTEM TO BE 9-13 YEARS.

REMARKS: DEVELOPMENT OF ECONOMIC LIFE COMPARES THE POTENTIAL INVESTMENT OF THE COSTS 

ASSOCIATED WITH INSTALLATION TO THE ANNUAL MAINTENANCE REQUIRED BY THE SYSTEM. THE MINIMUM 

POINT ON THE U-SHAPED CURVE REPRESENTS THE ECONOMIC LIFE OF THE SYSTEM. IT IS AT THIS POINT THAT 

THE SYSTEM HAS PAID FOR ITSELF AND SHOULD BE REPLACED.

system description

CIMS is an integrated product that was developed through integration around an Oracle 8.0 database platform.  Customization for specific needs and system expansion is enabled using CIMS integration tools and Commercial-Off-The-Shelf (COTS) software applications such as Remedy, Aperture, Visual Basic, Crystal, and the Microsoft Office Suite. This enterprise solution consists of a centralized architecture design with controls and forms that can be customized for program-specific purposes. The flexibility of the system eases the tasks of modifying fields, table structures, or functionality to fit program-specific needs while maintaining the centralized architecture.  This feature is important because it allows CIMS to mold the system to fit existing processes rather than forcing the processes to change to be able to use CIMS.  

CIMS Distribution &Connectivity

CIMS operates with low maintenance distribution mechanism that supports ease of access and a high quality of performance. Distribution is achieved through a Thin-Client process that provides centralized administration.  As such all version changes or upgrades are handled remotely and it is not necessary to send a CIMS representative to the remote locations for these administrative tasks. 

Operational speed is not an issue with the CIMS application. There is no speed degradation between the server and the user.  Distribution is instantaneous in that remote workstations experience the same speed independent of distance virtually as if sitting at the CIMS servers.  

CIMS can be accessed in a variety of ways. The preferred method is to access the system over a Local Area Network (LAN). All government and contractual should have access capability through their local LAN. However, in the event that this is not supportable access can be achieved through a sites local Internet Service Provider (ISP). If all of these options are not available, dial up connections such as Anubus can be used to operate the system.  While modem access is not the preferred method, it is still an acceptable media for operation of the CIMS system. Modem accesses, while not as fast as T1 LAN connectivity, can still be used effectively. The user has full access to all features and speed of operation is still within acceptable limits. Frequently, offsite personnel and Engineers use this form of connection when on travel at remote locations. We recommend that all three options be made available to the end user. 

System Interoperability


Overall, this system is based on an integration of tools that serve as the basis for future growth and development.  Each tool that is integrated into CIMS environment can be customized to meet the needs of the individual program.  The workhorse for the system is an Oracle 8.0 database designed with a consolidated table structure that can share information.  COTS applications, Remedy and Aperture, are used to access the standardized tables for data entry and reporting functions.  Additional managerial tools and custom front ends form an integration matrix that acts as glue for interoperability of  these products.  This powerful combination of software tools allows on-line access and menu driven reporting for remote managers.  In general, the system is fully compatible with Microsoft Office products such as Word, Excel, Access, PowerPoint, and Project.  Data and information can be entered and extracted in Microsoft formats.  As such, the table structure also allows for importation of data from a variety of sources and formats. 

systems engineering support process

The CIMS system engineering support process is based on the cradle-to-grave concept that allows full support of the system throughout its life cycle.  Most systems engineering tools approach the processes independently. For example, one software product may focus on CM, another on Helpdesk, still others on procurement, inventory, or maintenance. The bottom line is that CIMS focuses on the entire support process as opposed to being limited to a specific portion of the process. In many instances, the government out-sources some labor requirements. This support needs access and can be directed to channel information requirements into a government owned system. For that reason, CIMS has been designed so that contractors, government end users, and support personnel can use the system within their perspective organization as opposed to building a temporary solution. In this manner the information infrastructure is focused at the process level as opposed to a snapshot gathering approach. 

This cradle-to-grave concept is reflected in the figure below. As a product moves from conception to procurement through each step in the support process below information is captured relative to that stage of the process. Customer feedback mechanisms are used to channel performance and operational information back into the systems knowledge base.  Coupled with this feedback, technological innovation and other macro-environmental factors eventually drive the system to either a new product or some form of upgrade. When a fault, failures, or changes are detected in any stage of the system’s life, the systems engineering process captures the problem and routes it through the process again, resolving any problems providing for information upkeep and integrity. 

COMMON SYSTEMS ENGINEERING SUPPORT PROCESS  (Click to RETURN)
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CIMS Metrics

The use of metrics is vital to the long-term management of fielded systems. There are very few management systems on the market that are equipped to provide a thorough breakdown of metric information across the entire Systems Engineering Process.  That is not the case with CIMS. Metrics capabilities cover all stages of the process and are integrated to encompass the whole process. The sections below highlight a sample of the capability. However, the form, type and information relayed in the metrics have no bounds with the CIMS system. 

Metric information that can be obtained includes, but is not limited to:

· Volume of traffic and issues handled by the Help Desk and support for each program.

· Rate or volume of Help Desk calls received on a monthly basis.

· Average time required for resolving Help Desk trouble calls.

· Distribution of software issues.

· Distribution of equipment per site.

· Quantity and distribution of software.

· Distribution of hardware and equipment faults/failures.

The benefit of the extensive metrics lies in the ability to request data for a specific system or component and to obtain a chart or graph depicting all relevant information.  Metrics can be displayed in a variety of formats including bar charts, spider graphs, line graphs, pie charts, etc.  Some examples of metrics data derived from the NOC-JFTOC implementation are shown below.
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2. This Help Desk pie chart shows the distribution of hardware faults broken down by general equipment type.

3. [image: image9.wmf]19

14

1

1

0

2

4

6

8

10

12

14

16

18

20

HW-FAULT

SW-CONFIG

LOGISTICS

POLICY

NOC-JFTOC (# tickets per type)

This chart depicts the rate or volume of calls received per month in a radar chart format.

4. [image: image10.wmf]NOC-JFTOC TICKETS PER MONTH

2

1

7

4

3

2

2

6

3

2

3

0

1

2

3

4

5

6

7

1999

04

1999

05

1999

07

1999

08

1999

09

1999

10

1999

11

1999

12

2000

01

2000

02

2000

03

This chart illustrates the amount of time required to solve and close Help Desk issues.

5. This area chart shows the rate or volume of calls received per month.
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Metrics information is helpful in evaluating systems and equipment and can be used to make critical decisions regarding fielded and replacement systems.

management process for systems support

The management process for maintenance and support of systems includes technical support, installs/upgrades, troubleshooting and corrective actions, and configuration management.  All elements of the management process work together in a repeating cycle, lending itself to full life cycle support of the system.  Integrated in this process is a means of customer feedback that captures any problems or additional requirements that need to be addressed.  With the extensive metrics features of CIMS, an accurate and up-to-date knowledge base is available to compare against the baseline CM requirements.

Each phase of systems engineering process contains vital information that is used to manage and execute the task of fielding and supporting the system in question.  CIMS captures information during each phase and incorporates it as each phase is completed.  When a system has been installed, all the required information has already been obtained.  Throughout the process, information is gathered and entered into the system providing a valuable feedback mechanism for engineering support.

During CIMS integration into a program, our CIMS team works with representatives from each functional area's within the Systems Engineering Process to integrate the CIMS application into everyday work processes of the individuals supporting the program.  The CIMS system has out of the box capability for the end users and by default, meets the needs of the managers.  However, at each integration step, CIMS representatives work with the accountable party to ensure all job-related requirements are met. At any time during the process, information can be extracted from CIMS to develop data summaries and reports. Having built the tool from the ground level up, CIMS is prepared to provide all levels of management with information they need for the support process.

Why the process is necessary for COTS Equipment.

COTS Applications and Support Requirements

Background

Historically, a majority of governmental fielded systems were specially built for the customer and were intended for government use only.  As government owned systems, the design, testing, production, sparing, life cycle support, and upgrades were mandated by government requirements.  The cradle-to-grave concept was an integral part of management and control of these systems resulting in government processes to support fielded systems such as Integrated Logistics Support (ILS), In-Service Engineering Agent (ISEA), (NAVSUP), and Configuration Management (CM).

Today's Environment

In today’s fast-paced technological environment, the trend in system procurement has shifted toward the use of commercial off the shelf (COTS) products that are readily available and used by the general public as well as the Government.  As a customer, the Government no longer is the driving entity for design, development, production, and modification of COTS systems.  This is not to say however, that Government should not be concerned with long term system support.  Changing technology and system vendors may be driving the design and obsolescence of products, but it is the Government’s responsibility to ensure adequate integration and future interoperability of COTS products within Governmental applications and existing products.

The commercial environment causes COTS systems to have significantly reduced life spans as compared to traditional systems in which fielded life could exceed fifteen years.  For this reason, the Government must be able to respond quickly and have support and maintainability plans that can keep pace with the private sector.  Future interoperability depends on management and support processes that must be flexible and robust enough to ensure effective fielding and upgrade cycles.  Armed with the knowledge of systems makeup and awareness of critical variables, program managers can plan and forecast changes proactively instead of reacting to changes within the commercial arena.  This knowledge, combined with effective information control will ultimately lead to a process for comprehensive product management to enhance support universally to all fielded COTS equipment.

Cost Allocation

Programs using CIMS recognize a cooperative agreement by sharing costs of system engineering, equipment, operations, and maintenance. The costing mechanisms are broken out based on a flat organizational cost and variable program level cost. The flat organizational cost covers all upkeep, administration, integration, alteration, and product improvement activities. While the variable costs are specific to the program based on the programs use of the tools within COTS portion of the environment. For example, if we field a GUI Aperature interface, the depth and complexities that the interface goes into with respect to the AS-Built drawing affects the cost. Therefore, the cost is a one-time program level cost.  The flat organizational fees are considered non-escalating and actually decrease as more programs are integrated through an economy of scale. Support costs model the current industry standards with respect to software and technical support.  As more programs are added, the cost drops proportionally. 

CIMS capabilities are designed to be program-specific so that cost allocation is base-lined across each program.  Any specific program level requirements are allocated as a variable cost depending on specific requirements of that program, the complexity of tools used and services provided ultimately affect the final cost for each program. However, with that said, very few programs incorporated to date have had any variable costs. Most find the out of the box capability of CIMS sufficient for their information management needs.

Training requirements

Because of the user-friendliness of CIMS, minimal training is required for users to be able to use the system.  When the system is installed, a demonstration is provided and further training is available on an as needed basis.

CIMS application

Traditionally, the Government created and owned the majority of systems used in their programs.  With today's influx of COTS equipment and software, there is an even greater need to track fielding and modifications.  Included in this section are examples of how information may be leveraged to access a current Business Strategy. The examples are as follows: 

· Cost-benefit analysis for warranty and support options based on an evaluation of forecasted upkeep and fielded life as opposed to the options’ costs and benefits.

· Upgrade cycles for hardware and software planned such that maximum payback is provided while maintaining technological advantage.

· COTS systems generally have a shorter fielded life cycle as compared to traditional systems, so logistics support decisions should be based on each system’s projected field life.

· Development of sparing maintenance support based on shorter system life.

· Incorporation of mechanisms for monitoring system performance and soliciting customer feedback.

· Establishment of defined levels of responsibility for user support.

· Continued evaluation and redefinition of a system’s fielded life, support concepts, and upgrade cycles as market direction changes.
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Figure 2.  CIMS Environment
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Metrics derived from Help Desk processes and CM information can be used to develop cost curves and predictive charts for management decisions.  Comparisons among systems and components can be made using graphs and charts of data compiled from Help Desk metrics.

The following graph exemplifies how strategic management tools coupled with a robust management system can provide management with a mechanism to evaluate and select support options.  In this example, the elevating curve "Brown" represent the projected failure of the equipment based on previous history.  A comparison is made between the cost of the warranty and the projected failure to access the cost-benefit of purchasing the proposed warranty. The comparison made demonstrate how this type of information can be valuable in determining the worth of purchasing equipment warranties.

The next chart compares the potential investment of the costs associated with installation to the annual maintenance required by the system.  The economic life basically establishes a point in time when the system benefits have been depleted. In other words, this is an indication of when ones investment has been recouped. As with the chart above, maintenance & support requirements are projected and compared against the value of the system. At the minimum point on the curve, the system has been paid for and should be considered for replacement. Metrics of this nature can be valuable tools employed by management for planning purposes and to make pertinent decisions about equipment investments and terms of support.
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sECURITY

CIMS resides on an NT 4.0/Terminal Server.  Security is enforced by ensuring the user has an account on the server.  The process of establishing an account is as follows:

· The account should be requested by the Program Manager.  This ensures a valid requirement.

· Accounts are established based on Program and ‘Areas of Responsibility.  

Program - For example, someone who is working with EKMS will NOT have access (even read-only) to other programs.

Areas of Responsibility - The process of setting up an account involves mapping out ‘areas-of-responsibility’ for the user.  For example, if a users’ primary responsibility is CM, then they may or may not have a requirement to view the work order section.

· Once the account has been validated and the areas of responsibility outlined, the user has an account created.  Initially the account is setup with a default password.  Users have 48hrs to log-in and change the password.  If the user does not change the password, the account is disabled until the user contacts the CIMS team, (via a 1.800 number) and re-initiates the log in process.

· The user accounts are assigned to specific groups.  Security is then allocated at the group level.  For example, if a user works with DMR, then they are assigned to the DMR Group and that group has specific permissions to documents and drawings.  Again, someone assigned to the DMR group won’t be able to view any documents for EKMS.

· The accounts are monitored to ensure:

· Valid passwords, passwords must be six characters and can not be username.

· Password ‘uniqueness’ is also insured so that a user can’t use their last 5 passwords.

· Lockouts occur after 5 bad attempts.

· Login names and passwords sent to the CIMS server from the client are never sent in clear text.

· The ICA protocol uses a compression technique that effectively scrambles all data sent over the communications link.

· Clients can be configured to always require a password to be entered.

Conclusion 

The goal of the CIMS system is to provide managerial tools that aid individuals in making decisions about systems and components. The CIMS database is geared to provide timely, accurate information about system status and fielding issues for optimum task management.  This system enhances managerial planning capabilities and provides a higher reliability base for the decisions required in management of a fielded system.

Taking into account the need to expand system capabilities, the CIMS system has continually improved its performance and capability offerings to meet increased customer requirements. It is the intention of the CIMS team to continue to improve the system as demands grow and the resources of new capabilities become available.

Because CIMS was developed as a non-proprietary product, the Government owns the system and has complete control over the direction and capabilities of CIMS.  This control includes not only future direction for system design, functionality, and fielding, but also makes the Government the determining entity for the perpetuity of CIMS as a useable tool.

The CIMS program has earned honorable recognition by SPAWAR Headquarters, San Diego for its usefulness in the approximately 16 SPAWAR programs and 40 systems in which it has been fielded.  The CIMS team is working toward the goal of implementing the customizable tool across all SPAWAR organizations.  Consistency among programs is vital to the success of SPAWAR as a whole and to the overall Management of the Fielded products.
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